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Abstract—Anti-plagiarism tools are currently used in a large number
of institutions to perform an initial assessment of students’ essays, en-
abling an automated approach to the identification of plagiarised work.
This paper presents evidence that students are moving from “copy and
paste” plagiarism, which can be detected by anti-plagiarism software,
to more complex forms of plagiarism using a variety of techniques.
Various examples are presented to show how in a number of cases
these techniques can bypass an automated evaluation of originality.

Index Terms—Plagiarism, assessment strategies.

1 INTRODUCTION

It is well known that the ready availability of on-line
textual information has resulted in a dramatic increase in
the cases of plagiarism [1], [2], especially when students
are faced with the task of producing reports and essays.
Starting with the rise in the availability of Internet con-
nections fifteen years ago, “copy and paste” plagiarism
has affected a large number of works.

Manual techniques to detect this form of plagiarism
include taking particular care in sudden changes of
styles in a written text, a change in the average length
of phrases and paragraphs, etc. In such circumstances,
lecturers can use a search engine to try to locate the on-
line material that may have been copied.

The manual process of Internet search, text compari-
son, and false positive evaluation can be very time con-
suming. As a consequence, the increase in the number
of students has and the increase in workload for lectur-
ers has created a market for automated anti-plagiarism
tools. It is now common to require students to submit
their work, and obtain an originality report, through an
on-line tool. Typically, the tool performs a comparison
between the submitted work and previously indexed
documents, which include other students’ essays, on-line
articles and documents, etc.

The evidence presented in this paper shows that
students are moving from simple “copy and paste” to
more complex forms of plagiarism1. More in detail, this
paper investigates various techniques that can be (and
have been) successfully employed to bypass automatic
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1. Research into the motivations that result in students’ plagiarism is
beyond the scope of this paper; plagiarised portions of text may appear
intentionally, or simply due to a misunderstanding of university reg-
ulations. Every course requiring an essay should necessarily include a
module on good (and bad) referencing practices and on plagiarism.

plagiarism detection tools, presenting a large number
of samples and excerpts from submitted student work.
Additionally, this paper proposes a set of practices to
identify students’ plagiarism in an effective way, and a
new structure for assessing the originality of students’
research work. The results presented here are based on
material and experience from the final year projects of
the School of Engineering and Information Sciences at
Middlesex University, but the considerations presented
below are likely to apply to other institutions implement-
ing a similar infrastructure for students’ projects.

The rest of the paper is organised as follows. Section 2
describes the techniques that have been identified in
a number of students’ essays to cheat anti-plagiarism
software. Section 3 presents various methods that can
be used to identify the new forms of plagiarism, to-
gether with a proposal for new assessment procedures.
Section 4 discusses related work.

2 TECHNIQUES
The results presented in this section have been obtained
using the following tools:

• http://turnitin.com/: this is the system Middlesex
University students are required to use to submit
their work.

• http://www.plagiarismdetect.com/: this is a free
tool available on-line. A piece of text can be checked
for originality by copy-pasting it into an on-line
form.

• http://www.scanmyessay.com/: this is another free
tool that requires the installation of local software
and works by submitting the original document to
be checked.

Unfortunately, no information is available on the un-
derlying anti-plagiarism techniques employed by these
tools. The results presented below seem to suggest that
plagiarism is detected by measuring the syntactic sim-
ilarity of a submitted text against a database of texts
either submitted by other students, or available from on-
line databases, some of which may not be public. The
tools employ various optimization techniques to reduce
the risk of false negatives, such as removal of accents,
reordering of words, etc.

Other tools exist, possibly requiring payment for use,
but the considerations presented below are likely to
apply to all the tools that compute some form of syntactic
similarity between texts to assess plagiarism.
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2.1 Text substitution and macros
When submitting an essay, students may be required to
use an on-line mechanism and to obtain a successful
report from the software to rule out plagiarism. The
simplest technique to obtain such a report is to modify
the plagiarised text, for instance by replacing all “e”
characters in a text with another completely different
character (as mentioned at the beginning of this section,
most software tools remove accents and other deco-
rations). While this technique may be used to obtain
a report, it could be easily detected by checking the
submitted file (which is available to lecturers).

A more sophisticated approach involves the use of
Word macros to automatically replace the additional
character every time the document is opened. Using this
technique, a student first substitutes all “e” characters
with > (using, for instance, the “Find and Replace”
command), and then adds a macro to translate > back to
“e” every time the document is opened. Anti-plagiarism
tools do not apply macros, but markers typically leave
them enabled. Figure 1 reports an excerpt from [3] on
the top, and the same text as seen by the anti-plagiarism
software when all the “e” characters have been replaced
by a > symbol. Notice that the process is reversible when
the replacing symbol does not appear in the original
document. When submitted to the anti-plagiarism tools,
the first excerpt returns a 100% match with [3], while the
second is accepted as fully original.

2.2 Non-indexed documents
As mentioned above, anti-plagiarism software tools com-
pare text files that have been previously indexed. Thus,
another possibility to submit plagiarised material is to
search for documents that are not currently indexed, for
one of the following reasons:

1) The original text is hosted on a non-indexed repos-
itory. As an example, consider the text in Figure 2
extracted from [4]. All the three tools consider
this text “original”, as this is not indexed by their
databases. Nevertheless, the text could be found
by using an Internet search engine. It seems some
students are aware of this method: Figure 3 reports
part of an email sent by a student to a former
student requesting the removal of his work from
a web server (forwarded by the recipient).

2) Certain documents cannot be indexed as text due
to their format. It seems that postscript files are
not indexed by the three tools employed, probably
because text cannot be easily extracted from them
(unless OCR techniques are employed). Addition-
ally, it seems that password-protected PDF docu-
ments are not indexed. Figure 4 depicts a page from
an on-line PDF document which has been submit-
ted verbatim by a student in an essay without being
detected by the anti-plagiarism software.

3) Images (and text appearing in images) are not
indexed. Therefore, if a piece of text is plagiarised

from an image, this is not detected by any of the
tools. An example of an image which has been
reported verbatim in a student’s essay is depicted
in Figure 5. In this case the plagiarism has been
detected only because other parts of text had been
copied verbatim. Other forms of plagiarism that
cannot be detected include the use of diagrams
and graphs in the form of Jpeg or PNG images.
There have been various cases of students sub-
mitting images and graphs of experimental results
copied from research papers whose text portions
are indexed by the anti-plagiarism tools.

2.3 Use of an automatic text modifier
Another possibility to hide plagiarised material in an
essay is to employ synonyms and paraphrases. However,
the task of modifying a whole document may be too time
consuming to be considered effective by students trying
to obtain a successful report. Evidence of plagiarism
from submitted essays seem to suggest that there may
be tools which can automate the paraphrasing process,
by modifying and reordering of words and phrases. As
an example, consider the pieces of text in Figure 6. The
paragraphs on the left-hand side are extracted from a
master thesis [5]. The paragraphs on the right-hand side
have been submitted in 2010: notice, in particular, the
last word: “environments” has been paraphrased with
“working atmospheres”, which seems to suggest that
there is some form of automation behind this process
(the typos may be deliberate, and some of them may be
used as indicators of plagiarism, see below).

The anti-plagiarism tools do not detect the text on the
right-hand side of the figure as plagiarised (this case was
only discovered because the student used the heading
“1.1.1 Technical Overview” in chapter 3 of the thesis).
Interestingly, if the text on the left-hand side of the figure
is submitted to the anti-plagiarism tools, a plagiarism
warning is returned. However, the tools do not refer
to [5] as the original source (which, apparently, is not
indexed), but to a thesis submitted to another institution
by another student in 2008!

As mentioned above, there are good reasons to sus-
pect the existence of tools that perform this kind of
paraphrasing in an automatic way. However, an Internet
search of public available tools has been unsuccessful,
but this does not rule out the possibility that they may
be available through non-public channels.

2.4 Use of an automatic translator
Paraphrasing and obfuscation of text can also be ob-
tained by employing an automatic translator to per-
form a cyclic sequence of translation, using for instance
the application available at http://translate.google.com.
Figure 7 reports the text generated by using the text
reported on the top of Figure 1 after a translation to
Afrikaans (the first language available) and then back to
English.
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Original text
The ready availability of Internet resources and the ease with which they can be searched and information downloaded has
contributed to the rise of plagiarism by students (Born, 2003; Hansen 2003). Internet search engines facilitate easy access
to many sites containing relevant material for academic essay writing and, in many cases, these sites have been provided by
other academic institutions for the benefit of their own students. Plagiarism can take the form of copying an entire essay, or in
other cases, transpires when significant portions of the essay have been copied or paraphrased without reference or quotation.
The latter represents a form of cut and paste essay writing and occurs when students combine sentences from a number of
different sources to complete an essay (Austin & Brown, 1999). Cut and paste plagiarism can be much more difficult to detect
than the case of the student submit- ting anothers essay as his or her own. Cut and paste essay writing is a concern because
it is an evasion of learning but one that can deliver satisfactory results for the student. This outcome is unsatisfactory for an
educational institution since it enables students to gain credit for significant portions of assessment [...]

Text as seen by the software
Th> r>ady availability of Int>rn>t r>sourc>s and th> >as> with which th>y can b> s>arch>d and information
download>d has contribut>d to th> ris> of plagiarism by stud>nts (Born, 2003; Hans>n 2003). Int>rn>t s>arch >ngin>s
facilitat> >asy acc>ss to many sit>s containing r>l>vant mat>rial for acad>mic >ssay writing and, in many cas>s, th>s>
sit>s hav> b>>n provid>d by oth>r acad>mic institutions for th> b>n>fit of th>ir own stud>nts. Plagiarism can tak>
th> form of copying an >ntir> >ssay, or in oth>r cas>s, transpir>s wh>n significant portions of th> >ssay hav> b>>n
copi>d or paraphras>d without r>f>r>nc> or quotation. Th> latt>r r>pr>s>nts a form of cut and past> >ssay writing
and occurs wh>n stud>nts combin> s>nt>nc>s from a numb>r of diff>r>nt sourc>s to compl>t> an >ssay (Austin &
Brown, 1999). Cut and past> plagiarism can b> much mor> difficult to d>t>ct than th> cas> of th> stud>nt submit- ting
anoth>rs >ssay as his or h>r own. Cut and past> >ssay writing is a conc>rn b>caus> it is an >vasion of l>arning but
on> that can d>liv>r satisfactory r>sults for th> stud>nt. This outcom> is unsatisfactory for an >ducational institution
sinc> it >nabl>s stud>nts to gain cr>dit for significant portions of ass>ssm>nt [...]

Fig. 1. Excerpt from [Warn 2006]

Model checking was traditionally put forward to verify spec-
ifications given in temporal logics [5]. Recently, however, re-
searchers have extended model checking techniques to other
modal logics, including some typical multi-agent systems (MAS)
logics, thereby making it possible to verify formally a range of
multi-agent systems. Examples of efforts on this line include [24,
4, 7, 18, 21]. These works share the model checking approach
but differ in the choice of the logic specification language, and
in the specific model checking technique employed.

Fig. 2. Sample text from a non-indexed repository

Further iterations of this mechanism result in an in-
creased syntactical distance between the original and the
generated text. The resulting text tends to have a poor
grammar. But, given the variable quality of students
English – particularly in technical subjects – markers
may not be able to distinguish between “genuine” and
“automated” grammar errors.

2.5 Iterative modifications

The unlimited availability of an anti-plagiarism tool for
students may result in a cyclic use of one or more of
the techniques mentioned above: given a piece of text
to be plagiarised, students may try one method, submit
the new text to the tool, obtain a plagiarism report, re-
apply one of the techniques to the portions of text that
result too similar to the original document, etc., until a
satisfactory level of obfuscation is achieved.

To avoid this mechanism, many institutions limit the
number of submissions that may be performed by stu-
dents. However, this approach is not effective for two
reasons:

1) Students may use one of the freely available tools
on the Internet, or they may even decide to pay
for a service (this is perfectly reasonable; a number
of services can be easily found with an Internet
search. We have asked details to these services by
claiming to be students looking for an essay, and
we have received quotes in the order of £300).
Additionally, the same company providing Turnitin
to institutions is also offering a (paid) service for
students, see https://www.writecheck.com: they
offer packages from $7 for a single paper submis-
sion to $60 for multiple re-submissions.

2) Students may not be able to obtain the remove the
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hi there. can you please remove this file from
your server if you don’t mind for 3 months ?
please :$ ? http://[...]/Project.pdf If you can
give me the word file, it will be great :$ !
please it will be a great help :$ !

Fig. 3. Email sent by a student requesting the removal of a document

Fig. 4. A non-indexed encrypted PDF document

occurrence of false positives (as described below).

2.6 Submitting essays written by someone else us-
ing eBay
In addition to essay writing services which charge a
fixed amount of money for a bespoke service, other
sources of essays are available. For instance, former
students at the same institution may sell their essays
when anti-plagiarism software was not used for the
original submissions.

A further source of essays is eBay. There is a large
number of auctions where former students sell their
works for a fee. The screenshot of an auction is reported
in Figure 8. The feedback received by this particular
seller (see Figure 9) gives an idea of the number of
transactions.

In many cases, these auctions explicitly mention one
or more anti-plagiarism tools and guarantees that the
essay would pass the plagiarism verification.

2.7 False positives

Anti-plagiarism software tools may falsely report le-
gitimate portions of text as being plagiarised. This is
caused by the fact that these tools do not consider
quotation marks and text formatting (and this choice
is appropriate, otherwise students may include all their
essays in quotes or present it in italic to avoid checks).
Nevertheless, it is perfectly plausible for students to
quote portions of text verbatim (as in many figures
appearing in this paper), and to use commonly occurring
sequences of words.

The problem of false positives is particularly relevant
for short technical documents, which use short phrases
with sequence of words that may correspond to common
acronyms etc. In this case the lecturer has to mark
all these as false positives as “acceptable” before an
originality report is generated. However, it becomes
difficult to distinguish between “real” false positives
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Fig. 5. Example of undetected text from an image

1.1.1 Technical overview
The WiMAX standard defines the air interface for the
IEEE 802.16-2004 specification working in the frequency
band 2-11 GHz. This air interface includes the definition
of the medium access control (MAC) and the physical
(PHY) layers. Medium Access Control (MAC) layer
Some functions are associated with providing service to
subscribers. They include transmitting data in frames and
controlling the access to the shared wireless medium. The
medium access control (MAC) layer, which is situated
above the physical layer, groups the mentioned functions.
The original MAC is enhanced to accommodate multiple
physical layer specifications and services, addressing the
needs for different environments.

1.1.1 Technical overview
This considered WiMAX specification has the interface to
air required IEEE 802.16-2004 speci cation for the func-
tions for the considered frequency band 2-11 GHz. This
interface for the mobile ha the physical (PHY) layers as
well as the mobile medium access control (MAC) properly
defined.
Medium Access Control (MAC) layer
Few functionalities are concerned with the provision of
the service to subscribers. These have the data transmis-
sion in frames as well as the control of the access to the
valuable shared wireless medium. The medium access
control (MAC) layer is always residing above the physical
one, takes together the functions mentioned. Actual MAC
is updated to take numerous physical layer data and
works, making the needs for di erent work atmosphere.

Fig. 6. Original and (automatically?) paraphrased texts.
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Original text
The ready availability of Internet resources and the ease with
which they can be searched and information downloaded has
contributed to the rise of plagiarism by students (Born, 2003;
Hansen 2003). Internet search engines facilitate easy access
to many sites containing relevant material for academic essay
writing and, in many cases, these sites have been provided by
other academic institutions for the benefit of their own students.
Plagiarism can take the form of copying an entire essay, or in
other cases, transpires when significant portions of the essay
have been copied or paraphrased without reference or quotation.

Translated text Easy access to Internet resources and the
ease with which Searched and downloaded information had
contributed to the rise of plagiarism by Students (born, 2003;
Hansen, 2003). Internet search engines facilitate easy access To
many sites that contain relevant material for essay writing and
academic, in many Cases, these sites has been provided by other
academic institutions for the benefit of Of their students own.
Impersonation can take the form of copies of the full article, or
in Other cases, when run large parts of the article was copied
or Quote without reference or citation.

Fig. 7. Example of paraphrasing using an automatic translator.

Fig. 8. Example of eBay auction

Fig. 9. Seller’s feedbacks from eBay
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and automatic paraphrasing. Overall, this process may
take more time than using the standard technique of
searching the web for “suspicious” portions of text.

3 GUIDELINES AND RECOMMENDATIONS

Current academic guidelines in most institutions allocate
a certain workload to each academic supervision. Typi-
cally, the final essay constitutes the largest component
of the final assessment for the project, and students’
essays have an average length of approximately 50
pages. Taking into account the initial meeting for the
definition of the project topic, intermediate meetings,
and the assessment of intermediate milestones, lecturers
may be left with a limited amount of time to evaluate
the quality and the originality of a large piece of text
when this is left at the end of a project. This is probably
the reason behind the widespread adoption of automatic
anti-plagiarism tools. Anti-plagiarism tools may be use-
ful in certain circumstances, but the techniques described
above highlight their weaknesses and overall these tools
may not be as efficient as expected. In particular, even in
the presence of a positive report from one of these tools,
lecturers should look for one or more of the following
signs of plagiarism:

• Sudden changes in style are usually associated with
plagiarism, and checking these changes against an
on-line search engine is a often a successful ap-
proach to detect “copy-and-paste” kinds of pla-
giarism. However, the techniques described above
show that even un-grammatical phrases may be
plagiarised. A discrepancy between the styles of dif-
ferent works by the same student, or a discrepancy
between oral and written language skills, should be
a warning of possible plagiarism.

• In addition to malformed phrases, missing charac-
ters and unexpected symbols may be a symptom of
plagiarised material. As an example, consider the
text on the right-hand side of Figure 6: the missing
characters in the two words “speci cation” (spec-
ification) and “di erent” (different) are the result
of copying text from a PDF file. Indeed, in many
PDF files some sequences of characters (such as
“fi” and “ff”) are rendered as a single non-standard
character. In turn, these non-standard characters do
not have correspondence in standard editing fonts,
thus leaving a white space. As a general rule (and to
avoid the problem of Word macros), it is good prac-
tice to always check the source file of the submitted
essay as seen by the tool itself.

• As mentioned above, anti-plagiarism software do
not check images and graphs. It is thus appropriate
to check consistency of quality and style of graphs
(such as experimental results), diagrams (block dia-
grams, flow diagrams, etc.), and images. In particu-
lar, are these images and graphs produced with the
same tool? Do they use the same font and colours?
Additionally, care must be taken in checking that

(mathematical) formulas and equations are typed
and not copied as images from another source.

3.1 A proposal: from essays to portfolios

In many institutions, students in their last year and
master students are required to work on a project and
submit a “thesis” describing their results. The increase in
the number of students and the emergence of new forms
of plagiarism make the assessment of the originality of
these projects an extremely time consuming task. Addi-
tionally, due to the increasing number of students, final-
year students are often faced with the task of writing
a large piece of text with little one-to-one support from
staff, and often in parallel with other exams.

It is thus necessary to re-think the structure of stu-
dents’ projects and what universities want to assess: is it
the student’s ability to write a large piece of text? Or is it
the ability to produce original results? The allocation of
the time to students should be revised accordingly and,
if the latter, the assessment procedures can be modified
to make the process more efficient.

Given the evidence presented above, it seems neces-
sary to introduce oral assessments to evaluate the origi-
nality of a large piece of text. More in detail, instead of
allocating a large block of hours to the assessment of a
single thesis, it could be more appropriate to introduce
evaluations points during the whole life of the projects
consisting of both written and oral work. These could be
collected in a portfolio and discussed in a final viva voce.
In addition to the structure mentioned above, lecturers
should try to supervise projects as close as possible to
their area of expertise, thus making easier the process of
originality evaluation.

A structure similar to the one presented above is
currently being used to assess students’ project in the
School of Engineering and Information Sciences at Mid-
dlesex University, even if the final report still carries a
60% weight for the final evaluation and only one oral
examination is scheduled. Nevertheless, the viva voce and
the intermediate milestones made it possible to assess
the originality of the work with greater accuracy and in
a more efficient way than in past experiences where the
viva voce was not present and the final report carried 80%
of the weight.

4 RELATED WORK

Various other papers have investigated the effectiveness
of anti-plagiarism software [6], [3]. In particular, [7]
investigates two anti-plagiarism software and concludes
that “close review of material suspected of plagiarism is
still essential for proper identification.”

Another work [8] claims that text matching is not a
good metric to assess originality. The focus of this paper
is not on the assessment of existing tools, but instead
it is a reflection on new forms of collaboration using
new media; in essence, this work argues that a review
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of plagiarism policies and pedagogy is needed to take
into account new forms of work.

The papers mentioned above have investigated the
issue of plagiarism in written students’ essays; there
are other areas where plagiarism occurs. In particular,
plagiarism of mathematical exercises and software code.
These kind of work require a different approach; an auto-
matic detection mechanism is investigated, for instance,
in [9].

5 CONCLUSIONS
The introduction of automatic anti-plagiarism detection
mechanisms has resulted in an evolution of the forms
of plagiarisms occurring in students’ reports. This paper
has described a set of techniques that can be employed
to cheat anti-plagiarism software, and it has presented
a number of real instances of plagiarism extracted from
students’ submissions. Additionally, this paper has pro-
posed various detection techniques to identify plagia-
rised portions of text, and it has proposed a different
assessment procedure for student research projects.

A number of works deal with the problem of identify-
ing semantic similarities in different pieces of texts [10],
[11]. Work in this area is still in its infancy and to the best
of the author’s knowledge tools supporting semantic
comparison are not currently used for the submission
of students essays. Semantic analysis could improve the
detection capabilities of anti-plagiarism software, even
if some of the techniques mentioned above could affect
these tools as well.
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